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« Mobile Technology & Trends = Right to Privacy Agenda
- What Do We Mean? « SCA Location Data
- Internet of Things - Reasons for Resistance
- Trends and BYOD = Preservation
= The Forensic Process - Early Preservation
- Proper Handling - FRCP Rule 37(e)
- Importance of Preservation = The Future
- Lifecycle of Deleted Content - Forensic Footprints
- Extraction - The Cloud
- Data Types
- Communications
- Images

- Location Data
- Digging Deeper







What Do We Mean By Mobile Technology?

Cellphones:
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The Internet of Things

Additional devices thanks in part to the rise of the Echo.

« Thermostats

e Light Bulbs

« Crockpots

e Garage Door Opener
e Door Locks

« Refrigerator

« (Camera Systems
 Beds
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Trend Growth

Cellphone ownership > 95%
77% own Smart Phones

Increase of work done on
Cellphones



Trend Growth

= According to Stroz Friedberg

- The trends of bring-your-own-device (BYOD) and the use of personal online accounts have
become prevalent in American businesses, as workers use their personal smartphones,
tablets, and preferred cloud providers.

= 71% of survey respondents admitted to frequently or occasionally sending materials to a personal email
account or uploading materials to a personal cloud account.

- Among the sample:

= The reason cited most often (37%) is that they have a preference for using their personal computer over
their work computers.

= 14% find that it's too much effort to bring their work laptop home with them.
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Trend Growth

= According to Stroz Friedberg
- Corporate managers also put their companies at risk of intellectual property loss if and when
they depart the company.

= 51% of senior management admit to taking job-related emails, files, or materials with them when they
have left past employers.

= 37% of mid-level management
= 20% of lower ranking employees have done so.







What Steps Should You Take Upon Proper Handling
Receiving Evidence?

Step 1. If the device is off, leave it off - If the
device is on, leave it on.

Step 2. If it's on: Place into ‘Airplane Mode'.

Step 3. Make sure to gather all passcode /
password information.

Step 4. Hand to a Digital Forensic Specialist.

Next Steps Will Be:
- Photograph the device
- Use of a Faraday Device
- Start of a Chain of Custody
- Documented Imaging Form
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Importance of Preservation

Mobile Technology Data is Volatile:
= Crucial data can be lost by:

- User selective deletion

- App updates

- Constant OS updates
- ‘Factory Reset’: simple and effective

- Remote wipe capability

« Deleted data may not be recoverable
because:
- Security on the device
- Wear Levelling of NAND technology
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Life Cycle of Deleted Content

= Recoverable = Partially or Not recoverable
- Move to Trash or Recycle Bin - Partially Overwritten
- Emptied Trash or Recycle bin « File fragments
- Bypass Trash or Recycle Bin - Fully Overwritten
- Wiping

- Databases
- Have their own file system
- Do not shrink unless purged

- Backups typically on retain “Active” content -
No deleted

= New iPhone restored from iCloud backup does
not have deleted data
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-
Extraction

1. Logical Extraction
- Just the active files of the device - within the operating system.
- Deleted space, deleted files and fragments will NOT be captured.
- Essentially everything visible to the user on the cellphone.

2. File System Extraction
- System files on the device - within the operating system
- May include some deleted material

3. Advanced Logical Extraction
- iPhone specific extraction
« Asking OS for files - very helpful OS
- Databases provided produce a substantial amount of deleted data



-
Extraction

4. Physical Extraction
- All data on the chip
- A large amount of deleted data
- Allows for ‘carving’ of data
- More likely on an Android
-iPhone 4 or earlier
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Device Summary
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Data Types

Cloud Data Sources (4) (1 without credentials)

peoour. viessenger (44/) (345 Messas -

Name ¥ | Originates from | Value ¥ | Start time * | End time
Contacts (3446)
Steps and Distance Device 393 Steps 8/12/2019 2:17:36 PM(LL...
acebook Messenge 233,88 Met
Gmail (127)
matiieds Steps and Distance Device 268 Steps 6/12/2019 2:08:48 PM(U...
L) Native (1295) 14858 Meters
WhatsApp (945) g T Device 203 Steps 6/12/2019 1:58:41 PM(U...
170.04 Meters

il Timestamp

1/19/2019 11:47:26 AM(UTC-8)
12/29/2018 6:35:46 PM{UTC-8)
12/28/2018 4:55:39 PM{UTC-8)
12/28/2018 11:58:40 AM{UTC-8)

12/26/2018 12:26:31 AM{UTC-8)

Value ~
Pechanga Resort & Casino
Walmart

Target

Ulta Beauty

Temecula Courthouse

Position

(33.455664, -117.106604)
(33.662178, -117.204371)
(33.306343, -117.146342)
(33.527417, -117.151444)

(33.527164, -117.161224)

6/12/2019 2:36:38 PM(U...

6/12/2019 2:15:38 PM({U...

B/12/2019 2:07:49 PM{U...

Source

Waze

Waze

Waze

Waze

Waze
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Communications
SMS 7/ MMS

x K 12/18/2013 14:39(UTC-8) Sent
x K 12/18/2013 14:06(UTC-8) Sent
& 12/18/2013 13:29(UTC-8) Inbox
x K g 12/18/2013 12:13(UTC-8) Inbox
x K 12/18/2013 11:55(UTC-8) Outbox

CHATS
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Location Data - Media Metadata




-
Location Data - Automated
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Location Data - Manually Extracted

Plot from Wahoo Fitness app Location Data Animated
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Location Data — Cell tower - Network Subpoena

GSM - Global System for Mobile Communications

Conn.Date | Conn.Time UTC Originating # Terminating # IMEI IMSI Desc MAKE MODEL Cell Location

[LAC/CID:Longitude:Latitude:Azimuth:BeamWidth]
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Location Data - Mapping Tower Data

« LAC/CID Longitude, Latitude
- Location of the Tower

« Azimuth
- Sector angle from due North

« Beam Width
- Angle of coverage of sector.
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Location Data - Mapping Other Data




Digging Deeper

-Malware Scan
- Very important in Family Law cases
-Very common in CP cases that the defendant claims virus

= Cloud Sharing Analysis
- Pull down iPhone or iPad backups
- Check iCloud Drive and iCloud Photos
- DropBox etc. key for Theft of IP
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RIGHT TO PRIVACY - SCA Location Data

= U.S. Court of Appeals for the Eleventh Circuit’s decision in United States v. Davis.
- Prosecutors’ discovery RE: location of cell towers that routed a defendant’s calls

- NOT a violation of the defendant’s Fourth Amendment right against unreasonable search and
seizure.

= A cell phone user does not have a reasonable expectation of privacy over a cell
service carrier’s records that do not reveal content of any communications, the
opinion held, even if the records place a defendant’s cell phone near a crime scene.

= This decision conflicts with other recent cases that recognize cell phone metadata
privacy more broadly.
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RIGHT TO PRIVACY - Reasons for Resistance

= Cellphone resistance to extraction
- Adult images
- Private conversations
- Mistrust of giving more information than needed

= Solutions:

- Selective extraction
= Only on Android
= No deleted data
= Just SMS
= Just images

- Triangle agreement






-
Preservation

= Mobile data is Volatile

= Preserve as early and thoroughly as possible

= Advise clients to change settings to keep messages “forever”
= Preserve data from backups and the device itself



-
Preservation

* FRCP Rule 37(e)

= Upon a finding of prejudice to another party from the loss of the information, it
may order measures no greater than necessary to cure the prejudice, under the
terms of Rule 37(e)(1); or

= Only upon a finding that the party acted with intent to deprive another party of the
information’s use in the litigation, it may, under the terms of Rule 37(e)(2):
. Presume that the lost information was unfavorable to the party;

Il. Instruct the jury that it may or must presume the information was unfavorable to the party;
or

. Dismiss the action or enter a default judgment.






-
Forensic Trails

= |OT and Smart Homes and wearables
provide much more info
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The Cloud

Device Independent Cloud Based Identity

More and more data is stored in and accessed from the Cloud
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